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ABSTRACT

Today’ s healthcare organizations have both an ethical and
legal responsibility for protecting patient privacy. However,
the HIPAA privacy rule allows for the release of de-
identified patient data for certain purposes. Secure
encryption technology can be used to encrypt patient
identified data so only the owners of the original data can
re-identify the patient. It further allows consistent de-
identification over episodic collection events.

1. INTRODUCTION

The HIPAA Privacy Rule [1] recognizes the need for
healthcare organizations to share patient data. The term de-
identified data refers to patient data from which all
information that could reasonably be used to identify the
patient has been removed (e.g., removing name, address,
SSN, etc...). Our method de-identifies data so that only the
owners of the origina data and/or legaly empowered
entities can re-identify the patient.

With our method of de-identification, centers monitoring for
natural or human induced disease outbreaks (eg. a
bioterrorism monitoring center) can analyze de-identified
data while ensuring patient privacy under normal
circumstances. Moreover, if an outbreak is detected the
CDC or other legally empowered entities can immediately
re-identify a patient by using their private key and then take
the necessary action to confine the outbreak and to increase
the chances of survival of the infected individuals.

Our method also supports the use of de-identified data in
clinical trials and research studies. Our method ensures that
even if the same patient is treated at different times, both
episodes are recognized as being for the same patient (even
when the data for each episode is collected at disparate
times).

2. METHOD

Our method uses secure public key encryption technology
(such as RSA[2]) to generate a public key based on one or
more private keys (see Figure 1). Public keys are used for de-
identification and are freely distributable with no privacy
issues. The public keys are used to produce a unique
reproducible encrypted version of sufficient patient
identifying information to uniquely identify the patient.* We
call this the Encrypted ID. The fact that the encryption is
reproducible enables the same patient to be recognized at
different collection times. Private keys must be kept secure

! When monitoring for disease outbreaks, additional information
(e.g., address) may be included to support quick action.

as they are used for re-identification. It is possible for the
government to maintain one master private key that could
re-identify any de-identified data whereas a hospital could
only re-identify data from its own patients.

The Encrypted ID is not human readable; e.g., one
encryption of socia security number 123-45-6789 resultsin:
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Thus, we introduce the concept of a Sudy ID which is a
short string generated without any patient information. One
method is to arbitrarily map the Encrypted ID to a unique
integer (the Study ID). This mapping can be made publicly
available without compromising patient privacy. The de-
identification process involves replacing identified
information with information based on the Study ID and
storing the Encrypted ID. For example:

Identified Record
Name: John Smith
SS#: 123-45-6789
ICD9 Code: 482.4

De-identified Record

Name: _23Name_

SS#: _23SS_

ICD9 Code: 482.4

EID: r'<°M#yJO} ... X[ (il
Obvioudly, symmetric encryption technologies (same key to
encode and decode) can be used in a similar way. For some
applications symmetric key encryption would be sufficient,
but in others the public/private key approach is superior. We
have also extended our method to de-identify unstructured
data, by replacing patient-specific strings in image headers
and free text.

‘Public key used to de-identify.ﬁ ‘Private Key, used to re-identify.ﬁ
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Figure 1: De-identification & Re-identification
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